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Cyber Challenge 4: Web Application Security

https://groklearning.com/course/cyber-hs-websec/

About this activity
Students’ lives are lived both online and offline. Daily, they interact with websites which
remember who they are, show them content tailored to their interests, and allow them to
submit assignments, order food or talk to friends. There are frequent news reports about
popular web applications which have been hacked. This course equips students to
understand how hacks and breaches occur.

This Challenge introduces students to web application security - the branch of cyber
security concerned with securing web applications (websites).

Students work through problems to understand how web applications work, the code that
creates them, and how information may be accessed or revealed unintentionally. The
challenge includes an introduction to HTML.

Students explore four fictitious websites created for this Challenge. This allows them to
authentically explore real-life web application security concepts and techniques from
within the Australian Computing Academy’s hosted platform.

The four modules of this challenge are:
1. Introduction to web applications
2. What are web applications made of? (Introduction to HTML)
3. Authentication (proving who you are)
4. Authorisation (different users can access different data and perform different

actions.)

The Challenge includes notes, guided investigative problems, some programming activities
using HTML and multi-choice problems to test understanding and skills.

The Challenge also emphasizes the ethical component of cyber security. Students are
introduced to scenarios where they may be able to access unauthorised information. They
are asked to consider when it is acceptable to exploit security vulnerabilities in web
applications. Through a series of videos they hear from cyber security professionals who
discuss their careers, how they started in cyber security, and cautions about using skills in
an unethical way.
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The people in the videos are all employees of the organisations they represent, and work in
variety of roles ranging from a security analyst, all the way to the Chief Security
Information Officer.

Age
This challenge is suitable for students in year 7 to 10.

Language
This Challenge does not have a programming focus. Instead it encourages students in
explore security vulnerabilities on four fictitious websites created for the purpose of the
challenge. There is a small amount of HTML coding included in this challenge.

Time
The Challenge is designed to be completed over 6-8 hours.
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Key Concepts

Key Concept Coverage

Web application A software application that is accessed via a web browser, often
over a network but sometimes offline.
(https://en.wiktionary.org/wiki/web_application)

Hacker Consider these two definitions:
● One who is expert at programming and solving problems

with a computer.
● One who uses a computer to gain unauthorized access to

data, or to carry out malicious attacks.
(https://en.wiktionary.org/wiki/hacker)

Ethics The study of principles relating to right and wrong conduct.
Morality.
The standards that govern the conduct of a person, especially a
member of a profession.
(https://en.wiktionary.org/wiki/ethics)

Authentication Proof of the identity of a user logging on to some network.
(https://en.wiktionary.org/wiki/authentication)

Authorisation The function of specifying access rights/privileges to resources,
which is related to information security and computer security in
general and to access control in particular.
(https://en.wikipedia.org/wiki/Authorization)

Alignment to the Australian Curriculum

Australian Curriculum:Digital Technologies

Band 7-8

ACTDIK023
Investigate how data is transmitted and secured in wired, wireless and mobile networks,
and how the specifications affect performance

ACTDIP031
Evaluate how student solutions and existing information systems meet needs, are
innovative, and take account of future risks and sustainability (ACTDIP031 )

Band 9-10

ACTDIK034
Investigate the role of hardware and software in managing, controlling and securing the
movement of and access to data in networked digital systems

ACTDIK035
Analyse simple compression of data and how content data are separated from
presentation
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ACTDIP036
Develop techniques for acquiring, storing and validating quantitative and qualitative
data from a range of sources, considering privacy and security requirements

ACTDIP042

Evaluate critically how student solutions and existing information systems and policies,
take account of future risks and sustainability and provide opportunities for innovation
and enterprise

ICT General Capabilities

This challenge is most closely aligned to the key idea of applying social and ethical
protocols and practices when using ICT, contained in ACARA’s ICT General Capabilities.
Areas of this key idea addressed in this challenge are highlighted below.

Typically by the end of Year 8, students:

Recognise intellectual property: apply practices that comply with legal obligations
regarding the ownership and use of digital products resources

Apply digital information security practices: independently apply strategies for
determining the appropriate type of digital information suited to the location of storage
and adequate security for online environments

Apply personal security protocols: identify and value the rights to identity, privacy and
emotional safety for themselves and others when using ICT and apply generally accepted
social protocols when using ICT to collaborate with local and global communities

Identify the impacts of ICT in society: explain the benefits and risks of the use of ICT for
particular people in work and home environments

Typically by the end of Year 10, students:

Recognise intellectual property: identify and describe ethical dilemmas and consciously
apply practices that protect intellectual property

Apply digital information security practices: use a range of strategies for securing and
protecting information, assess the risks associated with online environments and
establish appropriate security strategies and codes of conduct

Apply personal security protocols: independently apply appropriate strategies to protect
rights, identity, privacy and emotional safety of others when using ICT, and discriminate
between protocols suitable for different communication tools when collaborating with
local and global communities
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Identify the impacts of ICT in society: assess the impact of ICT in the workplace and in
society, and speculate on its role in the future and how they can influence its use

What are we learning? (Abstract)
After completing the modules of the Challenge, students will be able to:

● Explain what a web application is
● Navigate around a web application using the address bar
● Use HTML to make simple edits to a web page
● Use developer tools within the ACA’s hosted platform to explore visible and hidden

components of a web application
● Explain different types of hackers (black hat vs white hat, red team vs blue team).
● Understand the circumstances when it is acceptable to explore vulnerabilities in web

applications
● Explain authorisation, and common ways web applicaitons authorise users
● Explain authentication, and different types of rights user on a web application might

have.

Module outline
The Challenge consists of four modules:

1. What is a web application?
Students explore what a web application is. They investigate how information is sent
from a server to a client, and how different users receive different information. They
investigate the use of the address bar to navigate a web application.

2. What are web applications made of?
Students edit HTML and see that web applications are built using HTML. They
investigate and edit web forms, and see how web forms are used to send
information from a device to a server.

3. Authentication
Students investigate how users prove their identity when using web applications. In
the module students investigate password fields in forms, cookies and tokens.
Security vulnerabilities associated with each of these authentication methods are
discussed and explored.

4. Authorization
Students investigate how different users have different rights to access information
and perform actions within a web application. Students explore how authorization
may be changed and this may be exploited.
In this module students also explore all of the data sent to a device by the server,
including information which may not be displayed.
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Types of component:

Discussion Worksheet Computer-based Activity

Group Activity Unplugged Activity Video Read

Animation Reflection Game App
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Challenge Introduction — why study web application security?

Let’s start with a definition: cyber security is a fancy name for a collection of tools
and methods that people or companies use to protect themselves, their networks,
systems or programs from attack. Attackers are usually trying to get access to
electronically stored sensitive information, or to steal money.

So understanding these tools and methods is a pretty good way to learn how to
keep yourself safe online. But not just that - cyber security is a great source of
future jobs. There is a significant shortage of people with the skills to help protect
companies and other people, and that’s according to AustCyber — the Australian
Cyber Security Growth Network.

To learn about cyber security in this Challenge we’re going to explore web
application security - how developers make web applications like Netflix or Youtube
secure for users.

Cyber attacks are happening all the time. Visit https://cybermap.kaspersky.com/ to
see a representation of current cyber attacks.

New Vocabulary

Web application: A software application that is accessed via a web browser, often over a
network but sometimes offline.

Hacker: Consider these two definitions:
One who is expert at programming and solving problems with a computer.
One who uses a computer to gain unauthorized access to data, or to carry out malicious
attacks.

Ethics: The study of principles relating to right and wrong conduct. The standards that
govern the conduct of a person, especially a member of a profession.

Authentication: Proof of the identity of a user logging on to some network.

Authorisation: The function of specifying access rights/privileges to resources, which is
related to information security and computer security in general and to access control in
particular.
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Activity 1 -
https://groklearning.com/learn/cyber-hs-websec/webapps/0/

Preparation and timing
No prior knowledge is required for this activity.

Overview
● What is a web application?
● How can you find information in a web app?
● What sort of information do web apps provide us with?
● Do they provide the same information to everyone?

Suggested Implementation

Group activity:

What is a web application? (Suggested time: 20-30 minutes)
In groups of three or four, students discuss the five websites / web applications that they use most
frequently.  Combine these individual lists into one group list and:

● record how many times each web application appeared in the groups individual list
● discuss whether the web app requires a sign in to use it
● discuss what information is the same for every user
● discuss what information is different for each user
● discuss what information the web application might know about you, to be able to adjust the

content to be specific to the user.

Web app name Sign in required? What’s the
same?

What’s different? What does it
know about you?

Spotify Yes Appearance,
layout

Recommendations,
playlists

Name
Location
Profile picture
Age?
Listening
history?
Friends?
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Computer-based Activity : Web Application Security
Complete Module 1: Web Applications:
https://groklearning.com/learn/cyber-hs-websec/webapps/0/

Video:
Watch the video: As an additional activity, you may wish to show students CrashCourse’s
Computer Science episode relating to the world wide web:
https://www.youtube.com/watch?v=guvsH5OFizE&list=PL8dPuuaLjXtNlUrzyH5r6jN9ulIgZBpdo&in
dex=32&t=4s
There is a lot of information packed into this fast paced episode - pause where necessary and
revisit as you work through this challenge.

End of Module discussion questions:

Reflection Group Activity

Discuss in small groups:
How much does the internet ‘know’ about you? How does this make you feel? What are the
benefits of web applications being tailored to your needs? What are the drawbacks?
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Activity 2 - Web Application Security

Preparation and timing
No prior knowledge is required for this activity.

Overview
● How are web apps created?
● What is HTML?
● How do users submit information to servers?
● Exploring security vulnerabilities in web applications.

Suggested Implementation

Computer based activity (suggested time: 10 minutes)

Web apps are used so frequently - it’s time to take a closer look at the coding behind them.
Students visit a simple website or webapp - we suggest https://aca.edu.au/start or your own
school’s website.

Ask students to mouse some text or an image on the page, and right click. Depending on the
browser, you can select a command to view the code which creates the element students are
hovering over.

Click ‘Inspect’ in Chrome

Click ‘Inspect element’ in Safari
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Click ‘Inspect Element’ in Firefox

Students will be using HTML later in this course. For now students should:
● Explore the source code - is there anything recognizable here? (For example can they see

the headings or text from the page in the HTML?)
● If hovering over an image, what information can you find out about that image? (Image

size? File name?)
● Edit a heading to change the text displayed on the screen.
● Discuss: if students have edited a heading, has that changed the web app? Or just what is

displayed on the students computer? (A video later in this module answers this question.)
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Computer-based Activity
Complete Module : Web Application Security
https://groklearning.com/learn/partners-cyber-4/appsec/0/Wrap up:

Reflection Group Activity

Where’s the line?

In the computer based activity above students have explored the HTML used to create web apps.
The HTML for any web app can be revealed using the ‘inspect’ or ‘inspect element’ feature.
Discuss as a group where the line is between curiousity and potentially risky or illegal behaviour,
with these examples:

● Inspecting HTML
● Inspecting the HTML of a nice looking graphic to see if you can reuse it on a website you

are creating
● Inspecting the HTML on a website to see if there are non-visible elements
● Changing HTML on your computer to change the colour of a heading
● Changing the HTML on your computer to change the contents of a form on a webpage to

send unexpected information to a server

Information:
The examples above range from innocuous to clearly inapproriate, but it’s hard to be really
precise about where the line is. There are many factors to consider - legal implications,
ethical behaviour, intellectual property considerations. We really want students to think about
the different aspects of cyber security, and also appreciate that curiousity without reflection
can have serious consequences.

Activity 3 - Impact on you, impact on others, and
proving who you are

Preparation and timing
In this activity students are challenged to consider behaviour both online and offline which raises
ethical questions.
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Overview
● Students examine online and offline scenarios to consider the impact of those scenarios on

others and the impact on themselves
● Students create a scattergram showing their responses to scenarios
● Students learn about authentication - how you prove your identity online.

Suggested Implementation (suggested time: 45 minutes)

This activity can be completed either unplugged or online.  For the unplugged version, students
can work either individually or in groups. You will need post it notes, and on a wall or the floor a
large plus sign to divide a surface into four quadrants, as illustrated below (it’s not necessary to
include the captions Win/win, selfish, etc.)

Alternatively, individual students could complete the activity with individual sheets of paper, simply
writing the letters on the page in the positions they choose.

Select all or some of the scenarios below, and have students briefly consider the impact of this
action on others, and on themselves. Write the letter of the relevant scenario on a post it, and
place the post it in position based on the impact of others (from -5, that is, strongly negative, to +5,
strongly positive on the x-axis) and likewise the impact on self on the y-axis. It’s important when
thinking about the impact on self for students to assume that they have been noticed/detected -
so that any consequence, whether positive or negative will be experienced in full - a cash reward, a
detention, or even a prison sentence.

Scenarios (feel free to add your own or even ask students to generate additional scenarios.)
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A Accessing a maths test online a week before anyone else can.

B Working out how to get new skins in an online game without paying for them.

C
Creating your own discount code at your favourite online store and using it to buy discounted
goods.

D Using another person’s session token to get early access to ticket sales for your favourite band.

E
Using another persons' account details to access music streaming where you'd normally have to
pay a subscription.

F
Staying logged in as another user on a school computer and looking at the other student’s
results.

G
Staying logged in as another user on a shared computer and purchasing 100 bags of doritos for
them as a joke.

H Altering an address field in a form on a website so all the pizzas are delivered to your home.

I
Staying logged in as another user on a messaging website and sending a message pretending to
be them.

J Using a friend's library card to borrow books.

K
Getting an IOU from the school canteen for a lunch order, and giving a friend's name instead of
your own.

L
Phoning a pizza shop and ordering a pizza for delivery to friends house which they have to pay
for when it arrives, as a joke.

M
Picking up next week's maths test from the photocopier, when you realize your teacher left it
there by accident.

N Stealing a set of your favourite collectible cards from the corner store.

O
Asking for the student discount at the local cinema, when you know the discount is only for
students from the local high school and you're visiting from out of town.

P Using your student bus pass to travel to a friend's house during the holidays.

Q
Phoning the doctor and pretending to be your older brother so you can find out if his whooping
cough blood test came back positive.

R
Signing in to your school website with your friend's permission to find out when their next
assignment is due.

S Going to the school library and seeing your friend is signed in to a computer, so signing them out.

T Finding a set of keys on the street, and handing them in, in return for a reward.

U
FInding a set of keys on the street, and going out of your way to take them to a police station, for
no reward.

V
Hearing at school that all your friends are accessing a VIP discount on a website that they
shouldn't be able to access, alerting the website owner so they can fix the bug.

W
Buying an item in a store when you know it has been incorrectly priced (it's selling for $0.99 when
it should be $9.99)

Y
Entering a bug bounty online, and exploring a test website to find vulnerabilities, with prizes for
the top competitors.
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Z
Arriving at a movie screening night, and when the usher asks ‘did you buy the VIP tickets or the
general tickets’ answering ‘VIP’, even though you purchased the general tickets.

Information:
These situations are intentionally a little ambiguous, and are designed to generate discussion. We
suggest students place post it notes quickly, based on their initial impressions, and then have a
discussion once all post it notes have been placed on the wall.

It’s desirable for the results to spread across the four quadrants which we’ve called:
● win/win - a positive impact for others and yourself
● altruistic - a positive for others, and a negative impact for yourself
● selfish - a positive for yourself, a negative for others
● troll - a negative for both yourself and others.

You may wish to start as a group with these four scenarios, which cover the four quadrants: Y
(win/win), U (altruistic), W (selfish - it’s hard to see any real negative consequence for you as it’s
clear there’s an error but you’ve not done anything with a legal consequence), G (troll, when you
consider the consequence for yourself of using another person’s account without being
authorised.)

Discussion questions:
● Are there any scenarios where different students have responded to very differently?
● Once you have seen other students’ responses, does anyone want to change their answer?

Is this because of a misunderstanding in the question, or because seeing everyone else’s
answers, you’ve reconsidered your initial judgment?

● When we refer to ‘impact on others’ - who is the other? Can one question have multiple
others? What do you do if there is a positive impact for one user and a negative for
another?

● Is there any noticeable difference in how students respond to real life scenarios, compared
with online scenarios?

If you prefer to do this activity online, you can copy this document:
https://docs.google.com/spreadsheets/d/1Vw4ZpHNDYKW4HB9HZbsyCt04kn9wYBYFLPER8JRu
LAg/edit?usp=sharing which contains the scenarios and includes a scattergram to plot results. It
will plot one result per scenario. You could adapt this to plot multiple responses to each scenario.

Computer-based Activity
Complete Module 3: Authentication
https://groklearning.com/learn/partners-cyber-4/authentication/0/

Reflection Group Activity
Shared computers

In the computer-based activity you have seen one example of how your password can be exposed.
This is a particular risk when you are using a shared computer (such as one in your library or
school.)
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As a group, make a list of three things to remember when using a shared computer.

Activity 4 - Authorisation

Preparation and timing
In this activity students consider how authorisation is managed in the physical world through a
school building management scenario, and draw parallels to how web applications manage
authorisation for different types of users.

Overview
● Students consider how organisations (i.e. a school) determine which areas are accessible

to various staff and visitors
● Students justify their reasoning for allowing or restricting access to physical spaces, and

any caveats or additional security measures that may be required
● Students learn about authorisation - how your status can be used to determine what you

can or cannot do in the physical realm, and how that relates to the online space.

Suggested Implementation (about one hour)
This activity is best completed offline in small groups, but can be one individually. Each group will
need a copy of a table similar to the one shown below, adjusted to take into account the
organisation/scenario chosen by the teacher.

The implementation below is based on students working through a school-based scenario. This
has been chosen because it is a context students are generally familiar with. You can perform
exactly the same process for any type of organisation, depending on how challenging you’d like it
to be for your students.

Your school is implementing a swipe card system to control access to your school grounds,
buildings and rooms/areas in response to a recent intruder alert. Your group has been tasked to
come up with a design of the access control system. For each area in the school, you are required
to:

● Identify which group of people can have access to the area;
● Specify any restrictions that may be placed on that access (e.g. specific hours, dates etc);

and
● Provide a reason for your decision.

The table below can be used as a starting point. It identifies some of the main locations in the
school and some of the user types that need to be considered. Since every student, teacher, staff
member and visitor to the school will be provided with an access card, you can break the users up
into any number of groups you like to manage access.

Location Users (and restrictions) Explanation
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Visitors Students Teachers Cleaners Janitor Fire
Dept

Principal

Front office Yes -
school
hours
only

Yes -
school
hours
only

Yes Yes Yes Yes Yes Access is required
by all groups, but
some only when
school is on.
Cleaners do their
work outside school
hours and should be
treated as visitors
during school hours.

Principal’s
office

No No No Yes Yes Yes Yes Cleaners and the
janitor require
access to do their
work, but the
Principal should
have separate
lockable storage to
store sensitive
information that
cannot be accessed
by others.

Plant room

Store rooms

Cleaning
cupboards

Classrooms

Staff
common
room

Staff rooms

Canteen

The above table is intentionally incomplete. You may choose to provide students with more
example information, change the number of groups/locations, or otherwise alter it to suit your
students.

It is recommended you produce a table similar to the above using landscape orientation,
and give students additional user columns so they can add extra users as they are
identified.

Discussion:

Questions

● How many different types of access are required for your solution?
● Are there any groups of people who could have their access combined into a single

category to simplify the table a bit?
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● What kinds of date/time restrictions make sense for a school? How flexible do these need
to be to suit the needs for all of the users of a given type?

● How do you balance the practicalities of the design with the specific needs? E.g. Does it
make sense to have separate controls for every single classroom or storage area? How do
you decide when a room needs its own access rules?

● What are some of the important factors that you consider when deciding the access rules
for a particular area?

● How does your answer compare to those of other students? Why is your design different?

Students should then proceed to module 4 on authorisation. You should draw their attention to the
“ACA High School” web application - the reflection activity will ask them to consider parallels
between that web app and the access control activity they’ve just completed.

Computer-based Activity
Complete Module 4: Authorisation
https://groklearning.com/learn/partners-cyber-4/authorisation/0/

Reflection Group Activity

Now that you’ve completed the Authorisation module, how could the ACA High School web
application be improved to better meet the needs of individual users? Consider how your school’s
Learning Management System works and the features it has - what different types of users should
ACA implement? What access should each of those users have? What additional features should
be prioritised?
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